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THE WORLD NEEDS
A BOOK ON DIGITAL
IDENTITY!
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Digital fm 3
Identity: "=, 75

THE WORLD NEEDS
A BOOK ON DIGITAL
IDENTITY!

O REILLY"
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October, 2005

INTERNET
IDENTITY May and

WORKSHOP DeC, 2006

INTERNET IDENTITY May 14-16, 2007
WORKSHOP 2007 Mountain View, CA
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ORGANIZATIONS GET THE IT THEY DESERVE

| | r.-d:- T . Digital Identity
8 | | ...h- . .
Identity 2.0: The Movie
_ _ | _ _ Digital &4 v
If you missed Dick Hardt's presentation on Identity 2.0 at ¥ 3

Identity:
|-. ’ (ML QSCON this year, he's turned it into a_movie. This is well - “h
o worth viewing if you've got any interest in identity. %
e £k

| _— 02:42 PM | Comments (0} | Recommend | Post to del.clo.us | Print
XQuery Apache Module
Buy the book!
From Freshmeat:

XmiDB Query Daemon is a client-: FREE NEWSLETTER!

S5Erv

Speaking ersion of the Sleepycat native XML database

o ployved as an Apache module. The client is a pure e
Java AFPI, supporting XQuery, XPath, and an Xml:DB Sign me up!

API layer. It comes with a graphical admin console. ) .

Server binaries are provided for Linux x86 and » WLTE SLL RS

AMD64; for other platforms, compifle from sourc

email address

SEARCH

From freshmeat.net: Project details for Native XmiDB Query Dacmon Search this site:

Referenced Fri Sep 09 2005 09:54:31 GMT-0600 (MDT)

C10 White Pa

: : “Search
i AM | Comments (D} e Post to del.iclo.us —
TOPIC GUIDES

Understanding RSS September 08, 2005 UPCOMING EVENTS

Dell Brefing

Understanding VolP IIW:UU 5: HDtElS El’ld Wiki September 18 - September 18

Internet Application Sroadband Cities

. September 1% - September 15

Digital 1D Policies
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September 11, 2006

Vitamins, Pain-killers, and Viagra

Dick Hardt intro’d a panel on identity at
big sites (meaning eBay, Yahoo!,
Google, M5N, and so on). He used a
great analogy of vitamins, pain-killers,
and Viagra. We've been selling ID
Management as vitamins. Everyone
knows that they're good for you, but
there’s no urgency. With pain-killers,
there’s urgency. Viagra, on the other

hand lets people do things they couldn
do before. User-centric identity is a (click to enlarge)
pain-killer for users, but only a vitamin o
for big sites,

Dick Hardt

How do you turn user centric identity into Viagra? He uses
eBay as an example. By using a user-centric, federated
identity system, they could allow other sites to use their
reputation system and charge for the privilege, That's a good
example of enabling behavior from shared identity.

05:57 PM | Comments (1) | Recommend | Print
del.lclo.us | digg | Yahoo! My\Web
didwi6 ldentity reputation

permalink
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the identity of entries
enables conversation
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Does ldentity Matter?

=l e B

- e -
e ¥ - |
Ry, =
¥ - _ll_ 2=,
= -

—

www.windley.com



http://www.windley.com
http://www.windley.com

Does Identity Matter?
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1dent1ty is the foundation for
commerce
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What Happened to the Walls®
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The Border Pa,trol
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Business Context of Identity
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what’s in a name<%
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Samantha, Matsuhiro

Fred Alice

George Greta

Cindy Steve Kristen

Lynne DBetty Monty
Phil Tonya,

Rumplestiltskin
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S Phillip Windleys

HowManyOfMe.com

There are:
3
people with my name
in the U.S5.A.

How many have your name?

www.windley.com
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S Phillip Windleys

HowManyOfMe.com

There are:
3
people with my name

in the U.5.A.

How many have yvour name?

50,000 John Smiths

www.windley.com
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One of these things is not like
the others!

PORT AUTHORITY
¢ |

T

e i --, e L
'CLASSIC CARD

;| Bank of New
RN

i IHIR.' o

bl

= ENGRGE Sl
- L

Tl

oty i
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Credentials & Identity

BT A ME aaF iR FOfBE L powy
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Buying Beer

@ CALIFORNIA %

Borionm in F e 8 Sado reidimin 8
i -

BTSSR BEE L il

P s Bank of New Zealand CLASSIC CARD
NS - AR i
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accountability
&
reputation
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SAVINGS
CARD _ Savon!
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YOU HAVE NO
PRIVACY ANYWAY.
GET OVER IT!

Scott McNealy,
CEO Sun

www.windley.com
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Accountability: Pick Two

1. Tools that help me
see what others are
up to.

3. Tools that help
others see what I am
up to.

2. Tools that prevent
others from seeing
what I am up to.

4. Tools that prevent
me from seeing what
others are up to.

www.windley.com
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Accountability vs.
Enforcement

e Access control scales
geometrically (its a
multi-dimensional

table)
e Accountability scales
| linearly
“Accountability is a
log processing e Access control
problem” systems are
_Dan Geer incredibly vulnerable

to DDoS attacks

www.windley.com
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anonyms and
pseudonyms
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The Children Learn About
Strangers and Safety

at Lm-'-ll-HugE '[iﬁ}' Care

By Sherri Koehnen Goehring Hlustrator Kelly Koehnen

Distrust Strangers

www.windley.com
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Stratgies:

¢ Distrust strangers

e No strategy does better
e Make name changes more costly
e Commit to name permanence

e Anonymous

Friedman and Resnick, The Social Cost of Cheap Pseudonyms

www.windley.com
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Traditional View

e Enforcement
e Ux R x A table

e J=>Users
e R => Resources

e A => Actions

www.windley.com
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Authorization Problems

e Scaling
e Roles help
e Control of identities

e Cheap pseudonyms

e Two ways to scale:

e Accountability (audits)

e Reputation

www.windley.com
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Examples

e cBay
e Pseudonyms and reputation

e Credit cards

e simple authorization combined with
fraud monitoring




windley.com
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your story about me






Reputation is personal

Reputation is a currency

Reputation is narrative and dynamic
Reputation is based on identity

Reputation is based on claims,
transactions, and opinions

Reputation exists within specific contexts

Reputation quality should be continually
assessed






Reputation Components

1. Verified claims (identifiers)



Reputation Components

1. Verified claims (identifiers)

2. Transaction data.



Reputation Components

1. Verified claims (identifiers)
<. Transaction data

3. Opinions, ratings, and
endorsements



reputation vs. privacy



CS601 - 2006

e Reputation theme
e Reviewed dozens of papers
e Class project

o Agile methodology

¢ 3 two-week sprints

e O students

www.windley.com
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Reputation is a calculated score

Design Philosophy

Multiple computational models supported
Users have multiple identifiers
Factors

e Vveri

e fransactions
e opinions, ratings, & endorsements
Transparency

Transactions joi:

in

18

mutable

ied facts and credentials

ntly owned and

www.windley.com



http://www.windley.com
http://www.windley.com

Architecture

ID system neutral

Data model for users and credentials

Rules engine

Plug-in architecture

e g9dds data model

e adds rule operations

Plug outs to online systems

www.windley.com
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you've got to start
somewhere

www.windley.com
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USEers raly'ing parties

other reputation
sources

identity system
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CS601 - 2007

e Reputation theme
e Reviewed dozens of papers
e Class project

o Agile methodology

¢ 3 two-week sprints

e O students

www.windley.com
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Use Case One

e (George enters his OpenlID at a Web site
and gets redirected to a Web site that
looks like his OpenlID provider. Isit
really? (protect user)

e Browser bar make automatic query

e Unathenticated or authenticated

www.windley.com
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Use Case Two

e (George enters his OpenlID at a Web site.
What can the Web site know about George
based on the reputation of that OpenlID?

e George doesn’t have to be a stranger

e (George can selectively reveal other
factors to the Web site

www.windley.com
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Identity in the
Enterprise

www.windley.co
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Identity Infrastructure
(as built)

flexible
privacy
Logical domain policy
. conformance
Root browser function

metadata control

DRM privacy exchange system

directive store

self-delegating
feedback mechanism

enterprise portal

schema versioning crossover

Instance event compliance
directive

partnership compliance
cross domain global security management implementation audit

Workflow protocol framework

66 www.windley.com
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Identity Management
Architectures

City Planning
¢ Standardization

¢ Certification
e Management

e Rules
e Regulation
e Enforcement

67 www.windley.com
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Creating a IMA Strategy

Key Steps

1.

O B O &

Governance
Business context
Resources

Policy

Interoperability
framework

Reference
architecture

www.windley.com
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IMA Lifecycle

|
\

models plans &
. ‘ ‘pmlic‘:ies
L Plan & E Review &
Document Approve
4 A plans &
policies
reporis -

%

reports

R

plans &

evaluation policies

Communicate
‘ T
A
reports ‘

69 www.windley.com
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Identity Policy Stack

M

>

Software Practices
TCP/IP

Passwords Security Policies

SAML

WS-Security

Encryption Software Licensing

Encryption Algorithms

LDAP

Authentication Contracts

SpJepue]S [eualx3

DNS (RFC 1035)

IPSEC (RFC 2402/4)

Privacy Procurement

SSL v3/TLS

Access Control Customer Strategies

Software Standards

E —
m _
= =
< =
3 =
© _
o
© 8
(Ceseorroziozm ff § 1=
Ay
o D
— —
(_sscoms il 2 :
L 3
5 =
H_
@ 2
= c
S S
= L H

Provisioning Information Protection

Directories Risk Assessment
Hardware Standards

Federation Partner Interactions

3
o

www.windley.com
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Reference Architecture

Platfarm- or _
I_:|F|I‘-||||':E_||||._-_.|-|.-_ar":_!m'lm: FIII-iTI.'II:iI'jI'III'I!:.] r_1
I_:||||:|'E!r||_||:a|_||:.-| i':l'fl.::jIJI'll i':ll'llj
or authonzabion privieges

» W Platforms e «

Fitarnal » W Applications < <
UE?Errr.lqa Web access

: manager

authonzation Oither

alowidery =B rasources M <

ancess)

SEMNICES
L L

] . — Application
|dentity and policy administration access o
(dalegated administration, sell-sarvics) direciory

»
!

' Internal

business units

Access management

Portal (presentation)

Public identity
SEMVICES

Authentication

Affiliate
enterprises

v

i , Identity mapping Directory dentities, roles,
., Federation and referral SEMVICES and groups

Courtesy of The Burton Group
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Identity Federation

PROJECT

Sourceld

Pingldentity

wWS-Federation

e Linking identities
acCross organizations

e Sharing attributes and
authentication

e [,00se coupling

e Goes beyond
technology standards

e Policy

e Liability

e Governance
e Trust

74



Federation Maturity

MNetworked Federation

Hub and Spoke Federation

Technological Federation

Ad Hoc Federation




Liability and Policy

| Portal Settings | Help | Feedsack | Logout

(L oaeve e
m »

Welcome W350 LoginiT 18131 Wedneaday, March 0, 2000

Portal Dacument Search [N [~
Search Option | Smoed

10 Minpte =

Boeing News Now
Trainer :

Ender the Keywords
or Bpanch String

T a0 CARL & APPOINTIONT
From Subject

1 Roadl Thomai J PN IP spsoliag setus on EIFT

Linking 401K site
to employee
portals
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t Cerf

Vin

www.windley.com
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Cameron’s Laws of Identity

1.User consent and control
2. Minimal disclosure

3. Justifiable parties
4. Directed identity

5. Pluralism

6. Human integration

7. Consistent experience across contexts

www.windley.com



http://www.windley.com
http://www.windley.com

Federation Problems

| Portal Settings | Help | Feedsack | Logout

(L oaeve e
m »

Welcome W350 LoginiT 18131 Wedneaday, March 0, 2000

Portal Dacument Search [N [~
Search Option | Smoed

10 Minpte =

Boeing News Now
Trainer :

Ender the Keywords
or Bpanch String

T a0 CARL & APPOINTIONT
From Subject

1 Roadl Thomai J PN IP spsoliag setus on EIFT

Linking 401K site
to employee
portals

www.windley.com



http://www.windley.com
http://www.windley.com

Roles

1. Identity Provider
2. Relying party

www.windley.com
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Roles

1. Identity Provider
2. Relying party

S. User

www.windley.com



http://www.windley.com
http://www.windley.com

Identity Provider

provides testimony regarding the accuracy

of claims

¢ maintains records about a user

e Mmaintains account with the user

e Mmay assume liability

provides registration process for account

establishi

ment

provides authentication services
user may act as their own identity provider



|

user

scenario one

www.windley.com
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e |D issuer and relying party
have prior arrangement

e User is only involved
peripherally and because of
policy

www.windley.com
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___— - T —

Employee Portal 401K Provider

Uuser

scenario two

www.windley.com
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e |D issuer and relying
party need no prior
agreement

e User involved
structurally

www.windley.com



http://www.windley.com
http://www.windley.com

User-Centric Identity
Technologies

Name Type Comments

XRI, i-names address URI-like, complete

OpenlD address URL

LID address URL, attributes
CardSpace token ubiquity, complete
SXIP token complete solution
Higgins token interop framework
Liberty token enterprise

shibboleth token? higher ed

www.windley.com
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- -

June 20, 2006, BePkmanIdentlty Mashup

www.windley.com
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Interoperable Layer

e Cross OS5
e Windows
e LLinux
e OS X

e Cross Browser

www.windlev.co
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Identity Providers

4) Present
security token
™~ Security

3) Get
security
token

1) Get
security token
requirements

Information Card 1

Information E:ardi‘

e e e e R e e e e e

Information Card 3

2) Select
desired identity
by choosing an

information
card

InfoCard Interactions




"lili'ﬂ'l"m i sk l'”-l"flu‘f it §o g ke

Chek on ary card for more detals

CardSpace Identity Selector
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http://openid.aol.com/pjwindley
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<head>

<link rel="openid.server"
href="https://www.myopenid.com/server" />

<link rel="openid.delegate"
href="http://windley.myopenid.com" />

</head>

www.windley.com
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https://www.myopenid.com/server
https://www.myopenid.com/server
http://windley.myopenid.com
http://windley.myopenid.com

User Agent = -%-

o L
44 ;
.- f- - I:lpEr'llD Server
=//@ |
’ PR
; (shared secret)
Consumer ‘. # Redirect
- . &
H = HTML page
1 e
- o
Identity Server

OpenlD Interactions

www.windley.com
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Submit OpenlD

Fetch URL

Shared Secret

Return Doc
:
|
Send Auth URL :
-4 |
| |
| |
| |
! Submit Credentials :
:
|
| -
= : Signature .
Submit signature \ :
|
Verify signature :
2 Auth result Verification result

OpenlD Timeline

www.windley.com
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guestbook example:
factoring out
authentication
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Simple Flow

display guestbook form

store input

www.windley.com
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Adding Authentication

display login form

display guestbook form process form input

(includes OpenlD redirect)

. valid QpenlD?
store input

www.windley.com
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More Detail

start (includes OpenlD
redirect)

input param?

display login form process OpenlD

redirect to OpenlD

ore sessio show fai
e store session how failure

redirect to origin

sarver

www.windley.com
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Contact Information

Contact me

e phil@windley.com

o Wwww.windley.com

Buy the book!!!

Questions?
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